E-Safety Policy
The developments in ICT over the past ten years or so are having a profound effect on society.  All school aged students are very familiar with the internet and in many cases they are more familiar with it than their parents and teachers.  
While the Internet has many educational and social benefits there are aspects of the Internet that we, as adults and educators, need to ensure are used safely and responsibly by young people.  To that end we have developed this policy.

· The Director of E-Learning will act as E-Safety Coordinator.

· This policy will be reviewed annually.

1.
Teaching and Learning
· The purpose of Internet use in school is to raise educational standards, to promote student achievement, to support the professional work of staff and to enhance the school’s management functions.

· Internet use is part of the statutory curriculum and a necessary tool for learning.

· The Internet is an essential element in 21st century life for education, business and social interaction.  The school has a duty to provide students with quality Internet access as part of their learning experience.

· Students use the Internet widely outside school and will need to learn how to evaluate Internet information and to take care of their own safety and security.

1.1
Benefits of the Internet

Benefits of the Internet include:

· Access to world-wide educational resources including museums and art galleries

· Inclusion in the National Education Network which connects all UK schools

· Educational and cultural exchanges between students world-wide

· Vocational, social and leisure use in libraries, clubs and at home

· Access to experts in many fields for students and staff

· Professional development for staff through access to national developments, educational materials and effective curriculum practice

· Collaboration across support services and professional associations

· Improved access to technical support including remote management of networks and automatic system updates

· Exchange of curriculum and administration data with Kirklees LA and DCSF

· Access to learning wherever and whenever convenient

1.2
Using the Internet to Enhance Learning
Often the quantity of available information is overwhelming and the quality of some sites is not as good as others.  Staff in school need to help students to learn how to distil the meaning of the information that is available.  Students need to learn to evaluate everything they read and to refine what they publish themselves on the Internet, including their communications with others via e-mail, instant messaging and social networking sites.

· The Internet access in school will be restricted to suitable sites for students and staff with appropriate filtering in place.

· Students will be taught about acceptable and unacceptable Internet use and they will be encouraged to report abuse or misuse of the Internet to a member of staff.

· Staff should guide students in on-line activities that will support the learning outcomes planned for the students’ age and maturity.

· Students will be educated in the effective use of the Internet in research, including the skills of knowledge location, retrieval and evaluation.

1.3
Evaluating Internet content
Despite filtering, sometimes students may deliberately or inadvertently access unsuitable sites.  The school needs to educate students in what they should do if they access a site that they find disturbing, uncomfortable or threatening.  Students also need to be taught research techniques and be encouraged to question the validity, currency and origins of information.  Students should be taught that copying information is worthless without an appropriate, accompanying commentary and that plagiarism is illegal.

The school will ensure that the copying and subsequent use of Internet derived materials by staff and students complies with copyright law.

· Students should be taught to be critically aware of the materials they read and shown how to validate information before accepting its accuracy.
· Students will be taught to acknowledge the source of information used and to respect copyright when using Internet material in their own work.

2.
Managing Information Systems
2.1
Maintenance and security of information systems
This section of the policy is currently being developed by members of the ICT Strategy Group who are considering the following issues:
Local Area Network security issues include:

· Users must act reasonably e.g. the downloading of large files during the working day will affect the service that others receive.

· Users must take responsibility for their network use.  For Kirklees LA staff, flouting electronic use policy is regarded as a matter for dismissal.

· Workstations should be secured against user mistakes and deliberate actions.

· Servers must be located securely and physical access restricted.

· The server operating system must be secured and kept up to date.

· Virus protection for the whole network must be installed and current.

· Access by wireless devices must be pro-actively managed.

Wide Area Network (WAN) security issues include:

· All Internet connections must be arranged via the Local Authority to ensure compliance with the security policy.

· Kirklees firewalls and switches are configured to prevent unauthorised access between schools.

· Decisions on WAN security are made on a partnership basis between school and the LA.
· The security of the school information systems will be reviewed regularly.

· Virus protection will be updated regularly.

· Security strategies will be discussed with the Deputy Headteacher.
· Personal data sent over the Internet will be encrypted or otherwise secured.

· Portable data may not be used without specific permission followed by a virus check.

· Unapproved system utilities and executable files will not be allowed in students’ work area or attached to e-mail.
· Files held on the school’s network will be regularly checked.

· The E-Learning Manager/Network Manager will review system capacity regularly.

2.2
Managing e-mail
E-mails sent or received in school time or via KC4l should not be considered private and the Headteacher reserves the right to monitor, or to delegate another member of staff to monitor e-mail.  The use of e-mail between staff, between staff and students and between staff and parents using KC4l is to be encouraged as a means of communication.  E-mail is particularly useful for providing instant feedback to students on work that has been submitted, particularly when completed on-line.
· Students many only use approved e-mail accounts.

· Students must immediately tell a teacher if they receive offensive e-mail.

· Students must not reveal personal details of themselves or others in e-mail communication, or arrange to meet anyone without specific permission.
· Access in school to external personal e-mail accounts may be blocked.
· Excessive social e-mail use can interfere with learning and may be restricted.

· E-mail sent to external organisations should be written carefully and authorised before sending, in the same way as a letter on school headed paper.
· The forwarding of chain letters is not permitted.

2.3
School website
The school website is constantly being updated.  The introduction of Extended Learning Tasks to replace homework has increased staff, student and parent access to the website.  Staff are encouraged to add content relating to their subject area on a regular basis.
The contact details on the website should be the school address, e-mail and telephone number.  Staff or students’ personal information must not be published.
· E-mail addresses should be published carefully, to avoid spam harvesting.

· The Headteacher will take overall editorial responsibility and ensure that content is accurate and appropriate.

· The website should comply with the school’s guidelines for publications including respect for intellectual property rights and copyright.

2.4
Social networking and publishing
Students need to be taught how to use social networking sites responsibly and to be informed of the dangers of publishing too much personal information about themselves.

· The school will block/filter access to social networking sites.

· Newsgroups will be blocked unless a specific use is approved.

· Students will be advised never to give out personal details of any kind which may identify them and/or their location.  Examples would include real name, address, mobile or landline phone numbers, school attended, IM and e-mail addresses, full names of friends, specific interests and clubs etc.

· Students should be advised not to place personal photos on any social network space.  They should consider how public the information is and consider using private areas.  Advice should be given regarding background detail in a photograph which could identify the student or his/her location e.g. house number, street name or school.
· Social networking sites such as Bebo, Myspace and Facebook are extremely popular with students.  Staff using these sites could be seriously at risk from harassment and invasion of privacy, particularly if they can be identified from their login names.  Staff should be aware any personal information, photographs, etc that they put onto the internet could be downloaded and used maliciously by others.

· Teachers’ official blogs or wikis should be password protected and be run from the school website.  Teachers will be advised not to run social network spaces for student use on a personal basis.  Staff should never use their own personal communication device, such as a mobile phone, internet phone or personal e-mail to communicate with students or parents.
· Students will be advised on security and encouraged to set passwords, deny access to unknown individuals and be instructed how to block unwanted communications.  Students should be encouraged to invite known friends only and deny access to others.
· Students will be advised not to publish specific and detailed private thoughts.

· School is aware that bullying can take place through social networking especially when a space has been set up without a password and others are invited to see the bully’s comments.  Action taken as a result of on-line bullying will be in line with the school’s Anti-Bullying Policy.

2.5
Managing emerging technologies
Many emerging technologies offer the potential to develop new teaching and learning tools, including mobile communications, wide Internet access and multimedia.  A risk assessment needs to be undertaken on each new technology and effective practice in classroom use developed.  The school will deny access until a risk assessment has been completed and safely demonstrated.

School will need to keep up to date with new technologies, including those relating to mobile phones and hand-held devices, and be ready to develop appropriate strategies.  

· Emerging technologies will be examined for educational benefit and a risk assessment will be carried out before use in school is allowed.

· Mobile phones will not be used during lessons or formal school time.  The sending of abusive or inappropriate text messages is forbidden.

· Abusive texts will be dealt with according to the school’s Anti-Bullying Policy.

· The loss or theft of mobile phones, mp3 players etc will not be investigated by the school.

2.6
Protection of personal data
The quantity and variety of data held on students, families and on staff is expanding quickly.  While this data can be very useful in improving services, data could be mishandled, stolen or misused.
The Data Protection Act 1998 (‘the Act’) gives individuals the right to know what information is held about them and it provides a framework to ensure that personal information is handled properly.  It promotes openness in the use of personal information.  Under the Act every organisation that processes personal information (personal data) must notify the Information Commissioner’s Office, unless they are exempt.
The Data Protection Act 1998 applies to anyone who handles, or has access to, information concerning individuals.  Everyone in the workplace has a legal duty to protect the privacy of information relating to individuals.  The Act sets standards (eight data protection principles), which must be satisfied when processing personal data (information that will identify a living individual).  The Act also gives rights to the people the information is about i.e. subject access rights lets individuals find out what information is held about them.
The eight principles are that personal data must be:

· Processed fairly and lawfully.

· Processed for specified purposes.

· Adequate, relevant and not excessive.

· Accurate and up-to-date.

· Held no longer than is necessary.

· Processed in line with individuals’ rights.

· Kept secure.

· Transferred only to other countries with suitable security measures.

The school already has information about its obligations under the Act, and this section is a reminder that all data from which people can be identified is protected.

3.
Policy Decisions
3.1
Authorising Internet access
The school will allocate Internet access for staff and students based on educational need.  Parental permission is required and this will be collected when students transfer to the school.  Students’ access to the Internet may be temporarily removed following inappropriate use and parents will be informed of this.

3.2
E-safety complaints
If a complaint is made prompt action will be required.  The facts of the case will need to be established along with whether the Internet use was within or outside of school.
A minor transgression of the rules may be dealt with by the teacher.  Other situations could potentially be serious and a range of sanctions will be required, linked to the school’s disciplinary policy.  Potential child protection or illegal issues must be referred to the school Designated Child Protection Coordinator.

· Complaints on Internet misuse will be dealt with by a senior member of staff.

· Any complaint about staff misuse must be refered to the Headteacher.

· Parents and students will need to work in partnership with staff to resolve issues.

· Discussions will be held with the local Police Youth Crime Reduction Officer to establish procedures for handling potentially illegal issues.

· Sanctions within the school discipline policy include:

· Interview/counselling by the Year Leaders

· Informing parents or carers

· Removal of Internet or computer access for a period

3.3
Enlisting parents’ support
Internet use in students’ homes is increasing rapidly, encouraged by offers of free access and continual media coverage.  Unless parents are aware of the dangers, students may have unrestricted access to the Internet.
The school has already carried out a lot of work on Internet safety with our parents and with parents at our feeder primary schools.  This work will continue to be developed.

· Parents’ attention will be drawn to the school’s E-safety Policy in newsletters, the school prospectus and on the school website.

· Internet issues will be handed sensitively, and parents will be advised accordingly.

· A partnership approach with parents will be encouraged.  This could include parents’ evenings with demonstrations and suggestions for safe home Internet use.

· Advice on filtering systems and educational and leisure activities that include responsible use of the Internet will be made available to parents.
Future Policy
In view of the wealth of ongoing developments in e-safety, the ICT Strategy Group is constantly updating this policy.
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